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DISCLAIMER 

This  agenda  has  yet  to  be  dealt  with  by  the  Audit,  Risk  and  Improvement  Committee.    The 
recommendations shown at the  foot of each  item have yet to be considered by the Audit, Risk and 
Improvement Committee and are not  to be  interpreted as being  the position of the Audit, Risk and 
Improvement Committee.  The minutes of the meeting held to discuss this agenda should be read to 
ascertain the decision of the Audit, Risk and Improvement Committee. 

In certain circumstances members of the public are not entitled to inspect material, which in the opinion 
of the Chief Executive Officer is confidential, and relates to a meeting or a part of a meeting that is likely 
to be closed to members of the public. 

No responsibility whatsoever is implied or accepted by the Shire of Woodanilling for any act, omission, 
statement, or intimation occurring during Council or Committee meetings. 

The Shire of Woodanilling disclaims any liability for any loss whatsoever and howsoever caused arising 
out of  reliance by  any person or  legal entity on any  such act, omission or  statement of  intimation 
occurring during Council or Committee meetings. 

Any person or legal entity who acts or fails to act in reliance upon any statement, act or omission made 
in a Council or Committee meeting does so that person’s or legal entity’s own risk. 

 

CONTENTS 

  DECLARATION OF OPENING / ANNOUNCEMENT OF VISITORS  2 

  RECORD OF ATTENDANCE / APOLOGIES / LEAVE OF ABSENCE (PREVIOUSLY APPROVED)  2 

  APOLOGIES  2 

  APPLICATIONS FOR LEAVE OF ABSENCE  2 

  RESPONSE TO PREVIOUS PUBLIC QUESTIONS TAKEN ON NOTICE  2 

  PUBLIC QUESTION TIME  2 

  DECLARATIONS OF COUNCILLORS OR OFFICERS INTEREST  2 

  CONFIRMATION OF PREVIOUS MINUTES:  3 
  AUDIT COMMITTEE MEETING 18 MARCH 2025  3 

  AUDIT, RISK AND IMPROVEMENT COMMITTEE REPORTS  4 
  ADOPTION OF 2024/2025 ANNUAL REPORT  4 

 CLOSURE OF MEETING  8 

Attachment 8.1.1



 

 

AUDIT, RISK AND IMPROVEMENT COMMITTEE MEETING 
AGENDA 

 DECLARATION OF OPENING / ANNOUNCEMENT OF VISITORS 

The Chairperson, Cr  Thomson will declare  the meeting open  at 11am.  The  Chairperson will  alert  the 
meeting to the procedures for emergencies including evacuation, designated exits, and muster points. 

 RECORD OF ATTENDANCE / APOLOGIES / LEAVE OF ABSENCE (PREVIOUSLY APPROVED) 

Present: 
Cr HR Thomson Shire President ‐ Chair       
Cr S Vermeulen  Deputy Shire President       
Cr I Garstone 
Cr K Stephens 
Cr R Marshall 
Officers: 

   

   

Anika Serer 
Ciara Whitmore 

Chief Executive Officer 
Customer Service Officer 

     

Apologies: 
Observers:          

 APOLOGIES 

Nil. 

 APPLICATIONS FOR LEAVE OF ABSENCE 

Cr Trimming was granted leave of absence at the Ordinary Council Meeting held on 18 November 2025 for 
the period of December 2025. 

COMMITTEE DECISION – ITEM 4.1 APPLICATIONS FOR LEAVE – CR MORRIS TRIMMING 
Moved:     
Seconded:  
 
That Council notes the leave of absence previously granted to Cr Morris Trimming at the Ordinary Council 
Meeting held on 18 November 2025 for the period of December 2025. 

CARRIED 5/0  
For: Cr Thomson, Cr Vermeulen, Cr Garstone, Cr Stephens, Cr Marshall 
Against: Nil 

 RESPONSE TO PREVIOUS PUBLIC QUESTIONS TAKEN ON NOTICE 

Nil. 
 PUBLIC QUESTION TIME 

Nil. 
 DECLARATIONS OF COUNCILLORS OR OFFICERS INTEREST 

Nil. 
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 CONFIRMATION OF PREVIOUS MINUTES: 

 AUDIT COMMITTEE MEETING 18 MARCH 2025 

COUNCIL DECISION 

That the Minutes of the Audit Committee meeting held 18 March 2025 be confirmed as a true and correct 
record of proceedings without amendment. 

COMMITTEE DECISION – ITEM 8.1. AUDIT COMMITTEE MEETING 18 MARCH 2025 
Moved:     
Seconded:  
 
That the Minutes of the Audit Committee meeting held 17 December 2024 be confirmed as a true and 
correct record of proceedings without amendment. 

CARRIED 5/0  
For: Cr Thomson, Cr Vermeulen, Cr Garstone, Cr Stephens, Cr Marshall 
Against: Nil 
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 AUDIT, RISK AND IMPROVEMENT COMMITTEE REPORTS 

 ADOPTION OF 2024/2025 ANNUAL REPORT 

File Reference  ADM0017 
Date of Report  8 December 2025 
Responsible Officer  Anika Serer, Chief Executive Officer 
Author of Report  Anika Serer, Chief Executive Officer 
Disclosure of any Interest  No Officer involved in the preparation of this report has an interest to declare 

in accordance with the provisions of the Local Government Act 1995. 
Voting Requirement  Absolute Majority 
Attachments  Attachment 9.1.1 – Shire of Woodanilling Annual Report 2024/2025 

Attachment 9.1.2 – Final Audit Management Letter Attachment 

BRIEF SUMMARY 

The purpose of this report is for the Audit, Risk and Improvement Committee Meeting to recommend to 
Council to adopt the 2024/2025 Shire of Woodanilling Annual Report.  

BACKGROUND 

The  Office  of  Auditor  General  (OAG)  conducted  the  Annual  Financial  Audit  for  2024/2025  following 
production of the Annual Financial Statements, with the process concluding in December 2025.  This item 
discusses the outcomes of the Audit. 

The final audited financial statements have been received from the OAG and Lincolns, and the formal audit 
exit meeting was held on Wednesday 3rd December 2025. In attendance at this meeting was: 

 Jay Teichert, Director Financial Audit, (OAG); 

 Mr Chris Martain, Auditor, Lincolns; 

 Mr Darren Long, DL Consulting, Accountant 

 Cr Russel Thomson, Shire President;  

 Ms Anika Serer, Chief Executive Officer; 

 Ms Brooke Dellacqua, Senior Finance Officer. 
During this meeting the report was discussed for the year ended 30 June 2025.  Following the formal Audit 
Exit meeting, the Office of Auditor General released the independent auditor’s reports.   

Under section 5.53 of the Local Government Act 1995, the Shire is required to prepare an Annual Report 
each financial year.  This report is to contain: 

 A report from the Shire President and Chief Executive Officer; 

 An overview of the Plan for the Future/Community Strategic Plan; 

 The 2024/2025 Financial Report; 

 The 2024/2025 Auditor Report; and 

 Any other prescribed information. 

Council is also requested to give consideration to determining the date, time and location of the Annual 
General Meeting.   The meeting must be held within 56 days from the date Council accepts the Annual 
Report and Financial Statements. If Council accepts the Annual Report at this meeting, it is proposed that 
the Annual Electors Meeting is scheduled for 7pm on Tuesday 10th February 2026 (exactly 56 days from 
16th December 2025).  
The Annual Report has been prepared  in accordance with  the Local Government Act 1995, associated 
regulations and is contained in Attachment 9.1.1.   
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Final Audit Management Report 

In the Final Audit Management Report for the financial year ended 30 June 2025, the Office of the Auditor 
General identified the following matters: 

 

Index of findings Potential 
impact on 

audit opinion 

Rating Prior year 
finding 

 Significant  Moderate Minor  

1. Risk Register Not Maintained No     

2. Employee Provision 
Calculations 

No     

 
Key to ratings 
The Ratings in this management letter are based on the audit team’s assessment of risks and concerns with 
respect to the probability and/or consequence of adverse outcomes if action is not taken. We give 
consideration to these potential adverse outcomes in the context of both quantitative impact (for example 
financial loss) and qualitative impact (for example inefficiency, non-compliance, poor service to the public or 
loss of public confidence). 
 
Significant - Those findings where there is potentially a significant risk to the entity should the finding not 
be addressed by the entity promptly. A significant rating could indicate the need for a modified audit opinion 
in the current year, or in a subsequent reporting period if not addressed. However even if the issue is not 
likely to impact the audit opinion, it should be addressed promptly.  
 
Moderate - Those findings which are of sufficient concern to warrant action being taken by the entity as 
soon as practicable. 
 
Minor - Those findings that are not of primary concern but still warrant action being taken. 
 
1. Risk Register Not Maintained (2024 Finding) 
Finding: 
A risk register was not available for our inspection to reflect identified risks, and if they have 
been adequately treated. We are informed that the Shire operates within a risk management framework that 
is not formalised to review and monitor the risks.  
 
We note that this was raised to the Shire’s attention in the recently completed Regulation 17 review and is in 
the process of being reviewed and formalised. 
 
Rating: Moderate (2024 Moderate) 
Implication 
Without a comprehensive documented and updated risk register, the Shire has potential 
exposure to risks that if unmanaged, may have an adverse impact on the achievement of 
organisational objectives. 
 
Recommendation 
Risks should be appropriately recorded in a risk register including details of remedial actions 
and timeframe of the implementation. The Shire should communicate the identified risks within 
a council meeting, to enable elected members to be fully informed of the identified risks when 
making decisions. 
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Management comment (2024) 
As per the Shire of Woodanilling Regulation 17 Review findings endorsed in August 2024, the Shire of 
Woodanilling is required to adopt an updated Risk Management Policy, which accords with ISO 
31000:2018. As part of this process I will also develop a Risk Register and Framework. This project has 
commenced and once complete will be presented to Council for adoption.   
 
Management comment (2025) 
I acknowledge that the updated Policy, Framework and Risk Register has not been implemented due to a 
review finding significant revision required to the process commenced by the previous CEO. I have 
prioritised this and recently employed an Executive Manager Corporate Services who will focus on the 
development and implementation of appropriate measures. 
 
 
2. Employee Provision Calculations 
 
Finding: 
While testing calculations of employee annual and long service leave entitlements the following errors were 
discovered: 
 
Long Service Leave 
 Pay rates used to calculate the provision were July 2025 rates, which included a pay rise effective 1 July 
2025. This resulted in the provision being overstated by $5,625.17. This is not material and has been 
recorded as an unadjusted misstatement. 
 Three instances where a terminated employee remained in the worksheet with a leave entitlement 
balance. The amount was $13,585.49 which is not considered material to the financial statements as a 
whole and has been recorded as an unadjusted misstatement. 
 Amounts due from other local governments is made up of entitlements for two employees who are no 
longer employed by the Shire. 
Annual Leave 
 Pay rates used to calculate the provision were July 2025 rates, which included a pay rise effective 1 July 
2025. This resulted in the provision being overstated by $10,393.38. This is not material and has been 
recorded as an unadjusted misstatement. 
 One instance where a terminated employee remained in the worksheet with a leave entitlement balance. 
The amount was $3,302.31 which is not considered material to the financial statements as a whole and has 
been recorded as an unadjusted misstatement. 
 
It also appears that amounts due to and from other local governments has not been reviewed and updated,  
 
Rating: Minor (2024: Minor) 
Implication 
Lack of regular review of worksheets to ensure that calculations are being performed correctly, and 
information contained is current, has the potential for material errors in disclosures to arise. 
 
Recommendation 
Regular review of all worksheets used in the preparation of any financial disclosures be carried out by the 
person using the worksheet, along with additional review by a person independent of the process. 
 
Management comment  
The Shire had received notification from Wageline on 25 June 2025 that new pay rates would apply to 
employees on 1 July 2025, the new rates were utilised to calculate annual leave and long service leave 
provisions.  It was our opinion this would provide a more accurate value of the actual leave entitlement 
provision due, and that would be payable to employees. 
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Management acknowledges the errors in relation to terminated employees and will undertake a detailed 
review of the leave provisions calculations in 20252-2026 to remove and correct these errors. 
 

STATUTORY/LEGAL IMPLICATIONS 

The Local Government Act 1995 requires the Council to accept the Annual Report by 31 December each 
year unless the audit report is not available.  If unable to be accepted by 31 December in any given year, 
then Council must accept the report within two (2) months of the audit report becoming available.   

The Annual Electors Meeting must then be held within fifty‐six (56) days of Council accepting the Annual 
Report.  A minimum of fourteen days local public notice is required of the date, time, place and purpose 
of the meeting.   

Part 7, Division 3A of the Act requires the Auditor General to conduct a financial audit and report on the 
financial  audit  before  giving  a  copy  of  the  President,  Chief  Executive  Officer  and Minister  for  Local 
Government.  

The Local Government (Audit) Regulations 1996 provide for the roles and functions of the Audit, Risk and 
Improvement Committee which includes:  

• Guiding and assisting  the  Shire  in  carrying out  its  financial management  functions and  its  functions 
related to audits, and  

• Promoting transparency and accountability in the Shire’s financial reporting and promoting effective and 
responsible management of risks to protect the Shire’s assets. 

POLICY IMPLICATIONS 

There is no policy associated with this item. 

FINANCIAL IMPLICATIONS 

There are no financial implications for this report.   

STRATEGIC IMPLICATIONS 

PILLAR 3: CIVIC LEADERSHIP 

GOAL 8: Accountable and compliant governance 

8.1 Maintain compliance with the Local Government Act 1995 and associated regulations 

CONSULTATION/COMMUNICATION 

Consultation has been undertaken with the Chief Executive Officer, DL Consulting and finance staff, OAG 
and Lincolns. The Exit Meeting occurred with the Chair of the Audit, Risk and Improvement Committee 
held on Wednesday 3rd December 2025.   

RISK MANAGEMENT 

There is a risk that should the Annual Report not be adopted within the timeframes outlined, Council may 
be in breach of the Local Government Act 1995, and applicable subsidiary legislation.  Accordingly, the risk 
associated with this matter is assessed as “High”. 

 

Consequence Insignificant Minor Moderate Major Extreme 
Likelihood 

Almost Medium  High High  Severe Severe 
Likely Low  Medium High High Severe 
Possible Low  Medium Medium  High High 
Unlikely Low  Low Medium Medium High 
Rare Low  Low Low Low Medium 
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Risk Rating Action 
LOW Monitor for continuous improvement. 

MEDIUM Comply with risk reduction measures to keep risk as low as 
reasonably practical. 

HIGH Review risk reduction and take additional measures to ensure risk is 
as low as reasonably achievable. 

SEVERE 
Unacceptable. Risk reduction measures must be implemented before 
proceeding. 

        

VOTING REQUIREMENTS 

Absolute Majority 

OFFICER’S RECOMMENDATION    

That Audit, Risk and Improvement Committee recommends to Council to: 

1. Accept the Shire of Woodanilling 2024/2025 Annual Report for the financial year ended 30 June 
2025 as presented in Attachment 9.1.1; 

2. Convene the Annual Electors Meeting on Tuesday 10th February 2026 in the Woodanilling Council 
Chambers commencing at 7pm; and 

3. Publish the Shire of Woodanilling 2024/2025 Annual Report and Notice of Meeting as well as give 
public notice to the above effect, pursuant to the Local Government Act 1995, sections 5.29, 5.55, 
5.55A, in the Wongi, on the Shire’s website, official Notice Boards and Facebook site. 

COMMITTEE DECISION – ITEM 9.1. ADOPTION OF 2024/2025 ANNUAL REPORT 
Moved:     
Seconded: 
 
That Audit, Risk and Improvement Committee recommends to Council to: 
1. Accept the Shire of Woodanilling 2024/2025 Annual Report for the financial year ended 30 June 2025 
as presented in Attachment 9.1.1; 
2. Convene  the Annual Electors Meeting on Tuesday 10th February 2026  in  the Woodanilling Council 
Chambers commencing at 7pm; and 
3. Publish the Shire of Woodanilling 2024/2025 Annual Report and Notice of Meeting as well as give public 
notice to the above effect, pursuant to the Local Government Act 1995, sections 5.29, 5.55, 5.55A, in the 
Wongi, on the Shire’s website, official Notice Boards and Facebook site. 
 

CARRIED 5/0  
For: Cr Thomson, Cr Vermeulen, Cr Garstone, Cr Stephens, Cr Marshall 
Against: Nil 

 

 

 

 CLOSURE OF MEETING 

 

There being no further business to discuss the Chairperson, Cr Thomson will declare the meeting closed at 
_______ pm. 
 

Attachment 8.1.1



Page 1 of 7 

POLICY TYPE: GOVERNANCE POLICY NO: 118 

DATE ADOPTED: /2026 DATE LAST REVIEWED: 

LEGAL (PARENT): Local Government Act 1995 
LEGAL (SUBSIDIARY): 

Local Government 
(Audit) Regulations 
1996 

DELEGATION OF AUTHORITY APPLICABLE: DELEGATION NO. 

ADOPTED POLICY 

TITLE: Risk Management 

OBJECTIVE: 

The objective of Risk Management is to identify potential risks before they occur and mitigate those  
that cannot be avoided. The Shire of Woodanilling (Shire) will endeavour to achieve its organisational 
goals and objectives by: 

• Creating an environment where everyone involved with the Shire accepts responsibility for
risk management and can deliver effective levels of service efficiently towards the
achievement of the Shire’s goals and objectives;

• Developing and maintaining an organisational culture that uses appropriate risk assessment,
management tools, and effective controls to mitigate risk across the Shire’s key risk areas,
enhance the organisation’s resilience, and ensure statutory, regulatory and compliance
requirements are met and identified risks mitigated;

• Providing transparent and formal oversight of the risk and control environment enabling
effective decision-making within the Shire’s risk appetite;

• Enabling the Council, in partnership with the community, to make decisions for the
community’s future with a high level of confidence that key risks have been taken into
account and mitigated where possible;

• Ensuring public safety within the Shire is not compromised;

• Supporting ongoing work health and safety;

• Limiting the loss or damage to property and other assets, and the interruption to business
continuity and critical operations;

• Ensuring positive collaboration between Council and its workforce contributing to a positive
public perception of both; and

• Applying equal opportunity principles in the workforce and community.

SCOPE 
This Policy applies to all risk processes and activities undertaken by Councillors, Employees, Volunteers, 
Consultants, and Contractors and is subject to regular monitoring and formal biennial review by the Executive 
Management Team and Council’s Audit, Risk and Improvement Committee (unless a material event or change in 
circumstances requires prior review). The Executive Manager Corporate Services is responsible for the 
implementation, review, and improvement of this Policy.  

DEFINITIONS  
Risk – effect of uncertainty on objectives. 
Effect – deviation from the expected (positive or negative). 
Objectives – can have different aspects (e.g., financial, environmental, work health and safety, 
reputation etc.) and apply at different levels (e.g., strategic, organisation-wide, project, product, or 
process). 
Risk Management – coordinated activities to direct and control an organisation with regard to risk. 
Risk Management Process – systematic application of management policies, procedures, and practices 
to the activities of communicating, consulting, establishing context, identifying, analysing, evaluating, 
treating, monitoring, and reviewing risk. 
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Legislative and Strategic Context  
Legislative: 

• Local Government Act 1995 (Act) – s. 5.56 – Planning for the future 

• Local Government (Audit) Regulations 1996 (Regulations) – r. 16 – Functions of Audit, Risk and 
Improvement Committee 

 
Strategic: 

• Corporate Business Plan Actions 
Pillar 3/Goal 8 – Accountable and Compliant Governance 
8.1 Maintain compliance with the Local Government Act 1995 and associated regulations  
Pillar 3/Goal 9 – Enhance Strong Civic Leadership 
9.2 Council is supported with a resource to ensure high level of compliance and to build capacity 
 

ASSOCIATED DOCUMENTS  
Policies: 

All Council policies represent risk mitigation through the provision of consistency and guidance when 
dealing with the subject matter each policy relates to.  

Other: 

• Strategic Community Plan 

• Risk Management Procedures including Risk Assessment and Acceptance Criteria (see Risk 
Management tables below) 

• Crisis Management and Business Continuity Response Plan 

POLICY STATEMENT 
Risk management is an integral part of the Shire of Woodanilling’s (Shire) corporate governance, culture, policies, 
and procedures and is the responsibility of everyone involved in Shire operations. 
 
Risk management functions form part of Strategic, Operational, and Project responsibilities incorporated within 
the Shire’s Integrated Planning Framework and are resourced appropriately to match the size and scale of the 
Shire’s operations. The Shire is committed to having organisation-wide risk management principles, systems, and 
processes to ensure consistent and effective assessment of risk in all planning, decision making and operational 
processes, in compliance with s. 5.56 (2) of the Act and the Local Government (Audit) Regulations.   It is the 
Shire’s intention to achieve best practice (aligned with AS/NZS ISO 31000:2018 Risk management - Guidelines) 
in the management of all risks that may affect the Shire meeting its objectives. 
 
By operating within an approved risk appetite and framework, the Council, Management and Community will 
have assurance that risks are managed effectively to support delivery of the Shire’s Strategic, Corporate & 
Operational Plans. 

GOVERNANCE 
(Risk Management Procedures contain further detail) 
 
Roles of responsibility (Organisational) 

• Council  

• Audit, Risk and Improvement Committee 

• CEO/Executive Management Team 

• Work Areas 
 
Responsibilities (General) 

• Council is committed morally and financially to the concept and resourcing of risk management. 

• The CEO, Executive Managers and Supervisors have the responsibility and accountability for ensuring 
that all staff manage the risks within their own work areas. Risks should be anticipated and reasonable 
protective measures taken. 

• All managers will encourage openness and honesty in the reporting and escalation of risks.  

• All staff will be encouraged to alert management to the risks that exist within their area, without fear 
of recrimination. 
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• All staff will, after appropriate training, adopt the principles of risk management and comply with all 
policies, procedures and practices relating to risk management. 

• All staff and employees will, as required, conduct risk assessments during the performance of their daily 
duties. 

• The level of sophistication of the risk assessment will be commensurate with the scope of the task and 
the associated level of risk identified. 

• Failure by staff to observe reasonable directions from supervisors regarding the management of risks 
and/or failure of staff to take reasonable care in identifying and treating risks in the workplace may 
result in disciplinary action. 

• It is the responsibility of every department to observe and implement this policy in accordance with 
procedures and initiatives that are developed by management. 

 
Procedures 
All Work Areas of the Shire are required to assess and manage Risk Profiles within the Risk Register on an ongoing 
basis. This process is standardised across all areas of the Shire and supported by the use of key data inputs, 
workshops, and ongoing engagement with applicable personnel, in accordance with the Shire’s Risk 
Management Procedures, and giving consideration to the following: 
 

• Scope, Context, Criteria 

• Risk Identification 

• Risk Analysis 

• Risk Evaluation 

• Risk Treatment 

• Communication and Consultation 

• Monitoring and Review 

• Recording and Reporting 
 

Application 
Risk management will be applied, in particular (but not limited), to the following: 
 

• Strategic planning 

• Expenditure of large amounts of money 

• New strategies and procedures 

• Management of projects, tenders, and proposals 

• Introducing significant change 

• Management of sensitive issues 
 
Risk Assessment and Acceptance 
The Shire has quantified its broad risk appetite through the development and endorsement of the Shire’s Risk 
Assessment and Acceptance Criteria (Criteria). All organisational risks are to be assessed according to this Criteria 
to allow consistency and informed decision making. For operational requirements such as projects or to satisfy 
external stakeholder requirements, alternative risk assessment criteria may be utilised; however, these cannot 
exceed the Shire’s risk appetite and are to be noted within any individual risk assessment. The Criteria are a 
component of the Shire’s Risk Management Framework and this Policy (see below).  
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RISK ASSESSMENT AND ACCEPTANCE CRITERIA 
 

Shire of Woodanilling Measures of Consequence 

Rating 

(Level) 
Health 

Financial 
Impact 

Service Interruption Compliance Reputational Property Environment 
Project 

TIME 

Project 

COST 

Insignificant 

(1) 

Near miss. 

Minor first 
aid injuries 

<$2,000 
No material service 

interruption 

No noticeable 
regulatory or 

statutory impact 

Unsubstantiated, low 
impact, low profile or 

‘no news’ item 

Inconsequential 
damage 

Contained, 
reversible impact 
managed by on 
site response 

Exceeds 
deadline by 

10% of 
project 
timeline 

Exceeds 
project 
budget 
by 10% 

Minor 

(2) 

Medical 
type 

injuries 

≥$2,000 - 
$10,000 

Short term temporary 
interruption – 

backlog cleared < 1 
day 

Some temporary 
non compliances 

Substantiated, low 
impact, low news 

item 

Localised damage 
rectified by routine 
internal procedures 

Contained, 
reversible impact 

managed by 
internal response 

Exceeds 
deadline by 

15% of 
project 
timeline 

Exceeds 
project 
budget 
by 15% 

Moderate 

(3) 

Lost time 
injury 

<30 days 

>$10,000 - 
$50,000 

Medium term 
temporary 

interruption – 
backlog cleared by 

additional resources  
< 1 week 

Short term non-
compliance but 
with significant 

regulatory 
requirements 

imposed 

Substantiated, public 
embarrassment, 
moderate impact, 
moderate news 

profile 

Localised damage 
requiring external 

resources to rectify 

Contained, 
reversible impact 

managed by 
external agencies 

Exceeds 
deadline by 

20% of 
project 
timeline 

Exceeds 
project 
budget 
by 20% 

Major 

(4) 

Lost time 
injury 

>30 days 

>$50,000 -  

$100,000 

Prolonged 
interruption of 

services – additional 
resources; 

performance affected 
< 1 month 

Non-compliance 
results in 

termination of 
services or 

imposed penalties 

Substantiated, public 
embarrassment, high 

impact, high news 
profile, third party 

actions 

Significant damage 
requiring internal & 
external resources 

to rectify 

Uncontained, 
reversible impact 

managed by a 
coordinated 

response from 
external agencies 

Exceeds 
deadline by 

25% of 
project 
timeline 

Exceeds 
project 
budget 
by 25% 

Catastrophic 

(5) 

Fatality, 
permanent 
disability 

>$100,000 

Indeterminate 
prolonged 

interruption of 
services – non-

performance 
> 1 month 

Non-compliance 
results in 

litigation, criminal 
charges or 
significant 

damages or 
penalties 

Substantiated, public 
embarrassment, very 

high multiple 
impacts, high 

widespread multiple 
news profile, third 

party actions 

Extensive damage 
requiring prolonged 
period of restitution. 

Complete loss of 
plant, equipment & 

building 

Uncontained, 
irreversible impact 

Exceeds 
deadline by 

30% of 
project 
timeline 

Exceeds 
project 
budget 
by 30% 
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Level Rating Description Frequency Control Effectiveness 

1 Rare 
The event may only occur in exceptional 

circumstances (<5% chance) 
Less than once in 10 years 

Controls are very strong 
and operating as intended. 

There is no scope for 
improvement. 

2 Unlikely 
The event could occur at some time 

(<10% chance) 
Once in 10 years 

Controls are strong and 
operating as intended 

3 Possible The event should occur at some time (20% chance) Once in 3 years 
Controls are operating as 

intended, but there is scope 
for improvement 

4 Likely 
The event will probably occur in most 

circumstances (>50% chance) 
Once per year 

Controls are operating; 
however, inadequacies 

exist 

5 Almost Certain 
The event is expected to occur in most 

circumstances (>90% chance) 
More than once per year 

Controls are weak, do not 
exist, or are not being 

complied with 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Measures of Likelihood 
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Shire of Woodanilling Risk Rating (Consequence x Likelihood = Risk Rating) 

Consequence 

Likelihood 

Insignificant Minor Moderate Major Catastrophic 

1 2 3 4 5 

Rare 1 Low (1) Low (2) Low (3) Low (4) Moderate (5) 

Unlikely 2 Low (2) Low (4) Moderate 
(6) 

Moderate 
(8) 

High (10) 

Possible 3 Low (3) Moderate 
(6) 

Moderate 
(9) 

High (12) High (15) 

Likely 4 Low (4) Moderate 
(8) 

High (12) High (16) Extreme (20) 

Almost Certain 5 Moderate (5) High (10) High (15) Extreme 
(20) 

Extreme (25) 

 
 

Shire of Woodanilling Risk Acceptance Criteria 

Risk 
Rank 

Description Criteria Responsibility 

 
Low 

 
Acceptable Risk acceptable with adequate controls, managed by routine 

procedures and subject to annual monitoring Operational Manager 

 
Moderate 

 
Monitor Risk acceptable with adequate controls, managed by specific procedures 

and subject to semi-annual monitoring Operational Manager 

 
High Urgent Attention 

Required 
Risk acceptable with effective controls, managed by executive 

management/CEO and subject to monthly monitoring Executive Manager/CEO 

 
Extreme 

 
Unacceptable in 

most 
circumstances 

Risk only acceptable with effective controls and all treatment plans to be 
explored and implemented where possible, managed by highest level of 

authority and subject to continuous documented monitoring 
CEO/Council 
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Shire of Woodanilling Existing Control Ratings 

Rating Foreseeable Description 

Effective 
There is no scope for improvement with all 
available resources. 

Processes (Controls) operating as intended and aligned to Policies/ 
Procedures. 
Subject to ongoing monitoring. 
Reviewed and tested regularly. 

Adequate There is some scope for improvement. 

Processes (Controls) generally operating as intended; however, inadequacies 
exist.  
Nil or limited monitoring. 
Reviewed and tested, but not regularly. 

Inadequate There is a need for improvement or action. 
Processes (Controls) not operating as intended. 
Processes (Controls) do not exist or are not being complied with.  
Have not been reviewed or tested for some time. 
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Introduction 
The Shire of Woodanilling’s (Shire) Risk Management Policy combined with the components of this 
Risk Management Procedures document, Risk Assessment and Acceptance Criteria and the Strategic 
& Operational Risk Registers, form the Shire’s Risk Management Framework (Framework).  

The Framework sets out the Shire’s approach to the identification, assessment, management, 
reporting and monitoring of risks.  

All components of this document are based on AS/NZS ISO 31000:2018 Risk management - Guidelines.  

It is essential that all areas of the Shire adopt these procedures to ensure: 
 

• Strong corporate governance. 

• Compliance with relevant legislation, regulations and internal policies. 

• That uncertainty and its effects on objectives is understood. 

This framework aims to balance a documented, structured and systematic process with the Shire’s 
current size, resource availability and complexity.    
 

 
 

Figure 1: Relationship between risk management principles, framework and process 
(Source: ISO 31000:2018) 
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Governance 
Appropriate governance of risk management within the Shire provides: 

• Transparency of decision-making. 

• Clear identification of the roles and responsibilities of the risk management functions. 

• An effective governance structure to support the risk framework. 

Framework Review 

The Risk Management Framework is to be reviewed for appropriateness and effectiveness at least 
every three years. 

Operating Model 

The Shire has adopted a “Three Lines of Defence” model for the management of risk. This model 
ensures roles, responsibilities and accountabilities for decision-making are structured to demonstrate 
effective governance and assurance. By operating within the approved Risk Appetite and Framework, 
our Council, Management and other stakeholders will have assurance that risks are managed 
effectively to support delivery of the Shire’s Strategic and Operational Plans. 

First Line of Defence 

All operational areas of the Shire are considered ‘1st Line’.  

They are responsible for ensuring that risks within their scope of operations are identified, assessed, 
managed, monitored and reported. Ultimately, they bear ownership and responsibility for losses or 
opportunities from the realisation of risk. Associated responsibilities include: 

• Establish and implement appropriate processes and controls for the management of risk in 
line with these procedures. 

• Undertake adequate analysis to support the risk decision-making process. 

• Retain primary accountability for the ongoing management of their risk and control 
environment.  

Second Line of Defence 

The Executive Manager Corporate Services acts as the primary ‘2nd Line’. This position owns and 
manages the framework for risk management. They draft and implement the governance procedures 
and provide the necessary tools and training to support the 1st Line process.  

The Shire’s Executive Management Team (EMT) supplements the 2nd Line of defence. 

Maintaining oversight on the application of the Framework provides a transparent view and level of 
assurance to the 1st & 3rd Lines on the risk and control environment. Additional responsibilities include: 

• Providing independent oversight of risk matters as required. 

• Monitoring and reporting on emerging risks. 

• Co-ordinating the Shire’s risk reporting for Council, Chief Executive Officer (CEO), EMT, and 
the Audit, Risk and Improvement Committee (Committee). 

• Performing Control Assurance activities across the Shire’s key processes as required. 
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Third Line of Defence 

Internal & External Audit are the ‘3rd Line’ of defence, providing independent assurance to Council, 
Committee, CEO, and EMT on the effectiveness of business operations and oversight frameworks (1st 
& 2nd Lines). 
Internal Audit –  Appointed by the CEO to report on the adequacy and effectiveness of internal 

control processes and procedures, the scope of which would be determined by the 
CEO with input from the Audit Committee. 

External Audit –Appointed by Council on the recommendation of the Committee to report 
independently to the President and CEO on the annual financial statements only. 

Governance Structure  

The following diagram depicts the current operating structure for risk management within the Shire. 
 
 
 
 
  

2nd Line 

 
Figure 2: Three Lines of Defence Operating Model 

3rd Line 
 
 
 
 
 
 
 
 
 

External Audit 
(appointed by Office of 

the Auditor General) 

Internal Audit 
(appointed by CEO) 

Reports issued to CEO 

Risk Framework 
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Corporate Services 

Provides 
Aggregated 

Risk Reporting 

 
 
 
 
 

 
 
 
1st Line 
 
 
 
 
 

Corporate Resources External Services Office of the CEO Asset Management 

Audit, Risk and 
Improvement 

Committee 

CEO Reports (Reg 17); 
1. Risk Management 
2. Internal Control 
3. Legislative Compliance 

CEO/Executive 
Management Team 

Reports 
issued to 
Minister 

Council 

Human Resources Finance 
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Roles & Responsibilities 

Council 

• Review and approve the Shire’s Risk Management Policy and Risk Assessment & Acceptance 
Criteria.  

• Appoint external Auditors to report on financial statements annually. 

• Establish and maintain an Audit, Risk and Improvement Committee in terms of the Local 
Government Act 1995.  

Audit, Risk and Improvement Committee 

• Support Council to provide effective corporate governance. 

• Oversight of all matters that relate to the conduct of Audits (Internal & External). 

• Regular review of the appropriateness and effectiveness of the Framework. 

• Independent, objective and autonomous in deliberations. 

CEO/Executive Management Team 

• Appoint Internal Auditors as required under Local Government (Audit) Regulations 1996. 

• Approve and review the appropriateness and effectiveness of the Framework. 

• Drive consistent embedding of a risk management culture. 

• Analyse and discuss emerging risks, issues, and trends. 

• Document decisions and actions arising from risk-related matters. 

• Liaise with Council in relation to risk acceptance requirements. 

• Own and manage strategic & operational risk. 

• Own and manage the Risk Profiles at Shire level.  

Executive Manager Corporate Services 

• Oversee and facilitate the Framework;  

• Provide review of the risk registers to the Audit, Risk and Improvement Committee 18 monthly 

• Support reporting requirements for risk-related matters. 

Work Areas  

• Drive risk management culture within work areas. 

• Own, manage and report on specific risk issues as required. 

• Assist in the risk & control management process as required. 

• Highlight any emerging risks or issues accordingly. 

• Incorporate risk management into management meetings, by discussing: 

o Any new or emerging risks. 

o Review existing risks. 

o Control adequacy. 
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o Any outstanding issues and actions. 

Document Structure (Framework) 

The following diagram depicts the relationship between the risk management Policy, Appetite, 
Procedures and supporting documentation and reports. 
 
  

Risk Reporting 
 
 

Figure 3: Document Structure 
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Risk Management Process 
All areas of the Shire are required to assess and manage their risk on an ongoing basis. 

In general, risks need to be: 

• Representative of the Shire’s material risk landscape. 

• Reviewed regularly (on at least an 18 month rotation) so that they remain current, or sooner 
if there has been a material restructure or change in the risk and control environment 

• Maintained in the standard format. 

This process is supported by the use of key data inputs, workshops and ongoing business 
engagement.   

The risk management process is standardised across all areas of the Shire. The following diagram 
outlines that process, followed by broad descriptions of each step from A to H. 

 

 
 
 

Figure 4: Risk Management Process – Source ISO 31000:2018 
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A: Scope, Context, Criteria 

The first step in the risk management process is to understand the background within which risks are 
to be assessed, and what it is being assessed, whether that be an object, activity, project, division or 
the whole organisation. This forms two elements; ‘Organisational Criteria’ and ‘Scope and Context’: 

Organisational Criteria 
This includes what the organisation is trying to achieve and the Risk Assessment and Acceptance 
Criteria (Appendix B).   

All risk assessments are to utilise these Risk Criteria to allow consistent and comparable risk 
information. 

Scope and Context 
In addition to understanding what is to be assessed, it is also important to understand the source of 
the risk (internal or external to the organisation) and who the key stakeholders are or areas of 
expertise that may need to be included in the risk assessment. 

Since risk is defined as the effect of uncertainty on objectives (AS/NZS ISO 31000), the Shire has 
three levels of risk assessment Context: 

1. Strategic Context 

These risks are associated with achieving the organisation’s long-term objectives. Inputs to 
establishing the strategic risk assessment context may include; 

• Organisational Values and Vision 

• Stakeholder Analysis / Environment Scan / SWOT Analysis 

• Strategies / Objectives / Goals 

The EMT own and manage these risks. 

2. Operational Context 

These risks are associated with achieving the Shire’s day-to-day business objectives, activities, 
functions and services.  

Prior to identifying operational risks, the operational area should identify its business objectives i.e., 
what it is aiming to achieve?  

The Executive Management Team delegate responsibility for the management of these risks to the 
Senior Management Team, however, remain the owners of these risks.  

3. Project Context 

These risks are associated with achieving the Shire’s change initiatives.  
Project Risk has two main components: 

• Indirect refers to the strategic or operational risks to the Shire that may arise because of the 
Project.  

• Direct refers to the risks that threaten delivery of actual project outcomes.    

These risks are generally managed by the Project Manager and owned by the Executive.  
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B: Risk Identification 

Note that Risk identification is the first step of a three-part ‘Risk Assessment’, consisting of Risk 
Identification, Risk Analysis and Risk Evaluation. Note: A Risk Assessment template can be found in 
the Appendixes of this document. 

Once the ‘Context’ has been determined, the next step is to identify risks. This is the process of finding, 
recognising and describing risks.  

Risks are described as the point along an event sequence where control is lost.  

An event sequence is shown below: 

 

 

 
 
 
 

Figure 5: Risk Event Sequence 
 

The objective of the ‘Risk Identification’ step is to identify potential risks that could stop the Shire from 
achieving its objectives. This step is also where opportunities for enhancement or gain across the 
organisation can be found.   

In conjunction with relevant stakeholders and subject matter experts, ask the questions listed below 
and then capture the information for each risk under the headings ‘Risk Description’, ‘Causes’, 
‘Controls’ and ‘Consequences’.   

These questions should be used only as a guide to identifying risks; additional analysis may be 
required. Ask: 

• What can go wrong?/What are areas of uncertainty? (a: Risk Description) 

• How could this risk occur? (b: Potential Causes) 

• What are the current measurable activities that mitigate this risk from occurring? (c: Controls) 

• What are the potential outcomes of the risk occurring? (d: Consequences) 

Risks could also be identified through brainstorming, procedure development, audits, customer 
complaints or incidents.  

a) Risk Description – describes what the risk is and specifically where control may be lost (can also 
be described as an event). They are not to be confused with the outcomes or consequences of a 
risk event.  

b) Potential Causes – are the conditions that may present or the failures that may give rise to a point 
in time when control is lost.  

c) Controls – are measures that modify risk. At this process point, controls (existing) must meet the 
following three tests to be considered Controls: 

1. It is a physical object, technological system or human action. 

2. It arrests or mitigates an unwanted event sequence. 

3. It is specifiable, measurable and auditable. 

See below: 

Causes 
Conditions that give rise 

to a risk 
 

Risk 

Loss of control 

Consequences 
Impacts, influenced by 
control effectiveness 
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Figure 6: Test for Control Considerations 
 

d) Consequences – these need to be impacts to the Shire and could be health of/injury to staff, 
visitors, volunteers, consultants or contractors; financial consequences; interruption to services; 
non-compliance; or damage to reputation, assets or the environment. At this stage, there is no 
need to determine the level of impact.  

C: Risk Analysis 

There are two steps to a Risk Analysis: determine the effectiveness of key controls; and calculate the 
residual risk rating. 

Risk analysis gives the ability to prioritise and compare risks and drive risk-based decision making.  

The main outcome of a risk analysis is the ranking of risk from ‘Low’ to ‘Extreme’.  

This is determined by considering the likelihood that a risk event will occur and the consequences of 
it occurring, taking into account any Controls that are in place, and how effective these Controls are. 

Controls fit into three distinct types: 

• Preventative Controls - are aimed at preventing the risk occurring in the first place.   

• Detective Controls - are used to identify failures in preventative controls.  They include: audits, 
stocktakes, and reviews. 

• Corrective (or Reducing) Controls - are aimed at minimising the consequences that arise from the 
risk event. 

Step 1 - Consider the Effectiveness of Key Controls 

Design Effectiveness 

Controls that have inadequate designs will never be effective, even if performed perfectly by the 
operator every time. Consider: 

• Complete – The Control is not forgotten or completed multiple times.   

• Accurate – The Control has no errors or missing components.  

• Timely – The Control allows the process to be completed within service delivery standards.  

Attachment 9.2.1

https://www.woodanilling.wa.gov.au/


  

Page | 12 
 

• Theft or Fraud – The Control does not expose the organisation to theft or other fraudulent 
activities. 

It is difficult to have a single Control that meets all of these requirements. It is, therefore, important 
to consider multiple Controls to ensure all of these components can be met. 

Operating Effectiveness 

The best-designed Controls will have no impact if they are not applied correctly by the operator. 

Confirm operating effectiveness by: 

• Re-perform – re-perform the same task, to ensure that the same outcome is achieved. 

• Inspect – review the outcome of the task to confirm that the desired outcome was achieved. 

• Observe – physically watch the task or process being performed. 

• Inquire – determine understanding of the tasks and how they mitigate risk.  

Overall Effectiveness 

This is the value of the combined controls in mitigating the risk.   

The measure for applying a value to the overall control is the same as for individual controls and can 
be found in Appendix B under ‘Existing Control Ratings’. 

Step 2 – Calculate the Residual Risk Rating 

The Shire’s Risk Assessment and Acceptance Criteria (Appendix B) is now applied to complete the 
analysis of the identified risks.  

There are three components to this step: 

1. Make a qualitative judgement of the worst scenario that is foreseeable if the risk were to 
eventuate with existing Controls in place. (Consequence) 

2. Determine how likely it is that the worst scenario that is foreseeable will eventuate with existing 
Controls in place. (Likelihood) 

3. Using the Shire’s Risk Matrixes, multiply the measures of consequence and likelihood to 
determine the risk rating (Consequence X Likelihood = Risk Rating).  

For operational requirements such as Projects, Events, Work Health and Safety, or in rare instances in 
which the Shire’s Risk Assessment and Acceptance Criteria are unclear in determining a level of risk, 
alternative risk assessment criteria may be utilised; however, these cannot exceed the organisation’s 
risk appetite, and approval for such use must first be obtained from the CEO or EMCS.  

D: Risk Evaluation 

Risk evaluation takes the Risk Rating and applies it to the Shire’s Risk Acceptance Criteria (Appendix 
B) to determine whether the risk is within acceptable levels for the Shire.   

This evaluation will determine whether the risk is Low, Moderate, High, or Extreme. It will also 
determine if any actions or treatments need to be implemented or the risk escalated due to urgency 
or level of risk. 

End of Risk Assessment 

See: Appendix A: Operational Risk Assessment Template. 
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E: Risk Treatment 

Where Controls are inadequate or do not reduce a risk level sufficiently to fall within appetite, a 
treatment option must be implemented to further mitigate the risk. 

• Regardless of the risk rating, Controls rated ‘Inadequate’ must have a Treatment Plan (action 
plan) to improve the Control effectiveness to at least ‘Adequate’. 

• If the residual Risk Rating is High or Extreme, a Treatment Plan must be implemented to either 
reduce the consequence of the risk materialising or reduce the likelihood of occurrence.  

Where this is not possible, a Treatment Plan must be implemented to improve the control 
effectiveness to ‘Effective’ and approval to accept the risk obtained as per Risk Acceptance Criteria. 

Once a treatment has been fully implemented, the CEO or EMCS is to review the risk information 
and acceptance decision with the treatment now noted as a control and those risks that are 
acceptable then become subject to the monitor and review process (Refer to Risk Acceptance 
section). 

There are four broad Treatment options available: 

1. Avoid: avoid the event that would lead to the risk. 

2. Mitigate: implement new Controls or re-design existing Controls to reduce the likelihood or 
consequence of the risk. 

3. Share: with another party, generally through contracting or insurance. 

4. Accept: as per the Shire’s Risk Acceptance Criteria (Note: ‘risks that remain outside of appetite’ 
below). 

Risk Acceptance 

Risk Acceptance is a decision to accept (within authority levels) risks that fall within the Shire’s risk 
appetite (Appendix A).  
 
Day to day operational management decisions are generally managed under the delegated authority 
framework of the Shire.   

For those risks that remain outside of appetite, the following process must be followed:  

The ‘Risk Acceptance’ must be in writing, signed by the relevant Manager, copied to the CEO, and 
include: 

• A description of the risk and the reasons for holding a risk outside of appetite. 

• An assessment of the risk (consequence, materiality, likelihood, assumptions, etc). 

• Details of any mitigating action plans or treatment options in place. 

• An estimate of the expected remediation date. 

A lack of budget or funding for a material risk outside of appetite is not sufficient justification in itself 
for acceptance of a risk. 

Accepted risks must be continually reviewed through the standard operating reporting structure (i.e., 
Executive Management Team). 

Attachment 9.2.1

https://www.woodanilling.wa.gov.au/


  

Page | 14 
 

F: Communication & Consultation 

Effective communication and consultation are essential to ensure that those responsible for managing 
accepted risk, and those with a vested interest, understand the basis on which decisions were made 
and why particular Treatment options were selected or the reasons to accept risks have changed. 

Communicating and consulting with relevant stakeholders assists in the reduction of components of 
uncertainty and ensures decisions are based on the best available knowledge. 

G: Monitoring & Review 

It is essential to monitor and review the management of risks, as changing circumstances may result 
in some risks increasing or decreasing in significance.  

Regular review of the effectiveness and efficiency of Controls and the appropriateness of Treatment 
options will determine if the organisation’s resources are being put to the best possible use.  

During the reporting process, management are required to review any risks and Controls in their 
area and follow up on any outstanding treatments to mitigate those risks.  

Monitoring and the reviewing of risks, controls and treatments also applies to any actions/treatments 
to originate from an internal audit. The audit report will provide recommendations that effectively are 
treatments for risks that have been tested during an internal review.  See also Indicators in each Risk 
Profile within the Risk Registers. 

H: Recording & Reporting 

The following diagram provides a high-level view of the ongoing reporting process for Risk 
Management: 
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Risk Management Reporting Workflow 
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Each Work Area is responsible for ensuring: 

• They continually provide updates in relation to new, emerging risks, control effectiveness and key 
indicator performance to the EMCS. 

• Work through assigned actions and provide relevant updates to the EMCS. 

• Risks/Issues reported to the CEO & EMT are reflective of the current risk and control environment. 

The EMCS is responsible for: 

• Ensuring Shire Risk Registers are formally reviewed and updated, at least on an 18 month rotation 
or earlier when there has been a material restructure, change in risk ownership or change in the 
external environment. 

• Six Monthly Risk Reporting for the CEO & EMT – Contains an overview of the Risk Summary for 
the Shire.  

• Annual Compliance Audit Return completion and lodgement. 

  

Identify, record and 
manage Project risks 

Review risk and produce 
Committee and Council Reports 

Identify, record and 
manage all risk 

Identify new and 
emerging risks 

Verify risk 
information 

Produce Risk 
Summary Reports 

Update Risk Categories. 
Follow-up outstanding actions 

Approve Quadrennial 
Risk Report on 

Appropriateness & 
Effectiveness (Reg 17) 

Identify, record and 
manage Operational 

risk 

Provide updates on: 
1. New/emerging risks 
2. Control Adequacy 
3. Key Indicator Results 
4. Assigned Actions 

Verify, review, 
endorse or escalate 

Review Risk Report on 
Appropriateness & 

Effectiveness (Reg 17) 

Provide overview of 
reports to Council 

Review Reports and 
Committee Minutes 
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Appendix A: Operational Risk Assessment Template 
 

Name and title of person completing assessment: Date: 

Describe what is being assessed and the reason for this risk assessment: 

Are there any stakeholders or other areas of expertise that may need to be included in this risk assessment? 

Following page, Column B: Describe the Objective/s of the item being assessed. Risk is the effect of uncertainty on objectives, so this is our starting point.  
Strategic = achieving the Shire’s long-term objectives, Operational = achieving the Shire’s day-to-day business objectives.  
Column C: Identify and describe potential risks that could stop the item being assessed from achieving its objectives. 
Describe - What can go wrong?/What are areas of uncertainty? 

Column F: Examples of Controls:  
Preventative Controls - aimed at preventing the risk occurring in the first place, such as compliance with WH&S, training, inductions, etc.   
Detective Controls - are used to identify failures, such as audits, stocktakes and reviews. 
Corrective (or Reducing) Controls - aimed at minimising the consequences/impact, such as bollards and insurance. 

Column G: Who is responsible for ensuring the Controls listed in Column F are operating as intended? 

Column H: What measurement could be used to rate whether each Control is operating as it should? Examples are Audits, % of budget spent, number of insurance 
claims, reduced number of complaints, etc. 

Columns I, J, K, L, M, N: Apply the Shire’s Risk Assessment Criteria (Appendix B). 
Column J: Categories are Compliance, Environment, Financial, Health/People, Property, Reputational, Service Interruption and Projects. 
Note: Controls rated ‘Inadequate’ must have a Treatment Plan/New Controls to improve Control effectiveness. 
Note: If the Risk Rating is High or Extreme, a Treatment Plan/New Controls must be implemented to either reduce the consequence of the risk materialising or 
reduce the likelihood of occurrence. 
Column O: Treatments/Proposed New Controls (Are there any additional or better processes, procedures or systems available?) 

Name and title of person approving assessment: 

For more information, please contact the Executive Manager Corporate Services. 

Complete columns for all identified Risks 
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A:  
Risk Owner 

B:  
Objective 

C:  
Risk Description 

D: 
Causes (What could cause 

this identified risk to occur?) 

E: 
Resulting in 

(Consequences) 

F: 
Controls  

(Measurable processes, procedures or 
systems that mitigate this risk from occurring) 

G: 
Control Owner/s 

1      
1 
2 
3  

1 
2 
3 

2      
1 
2 
3 

1 
2 
3 

3 

Use an 
additional 

page if more 
space is 
required 

Or use Excel 
spreadsheet 

(hyperlink) Risk 
Assessment 

Register 
Template 

   
1 
2 
3 

1 
2 
3 

 

R
ef
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H: 
Measurements used to rate 

Control Effectiveness 

I: 
Effectiveness 
of Controls 
Effective, 

Adequate or 
Inadequate 

J: 
Consequence 

Category 

K
: 

L
ik

el
ih

o
o

d
 

ra
ti

n
g

 1
-5

 

C
o

n
se

q
u

en
ce

 
L

: 
ra

ti
n

g
 1

-5
 

M
: 

R
is

k 
R
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g
 

 
N: 

Risk 
acceptable? 

O: 
Treatments / Proposed New Controls 

(Are there any additional or better processes, 
procedures or systems available?) 

P: 
Notes 

1 
1  
2  
3   

1  
2  
3  

       

2 
1  
2  
3  

1  
2  
3  

       

3 
1  
2  
3  

1  
2  
3  

       

Please forward this completed assessment including the spreadsheet to your Line Manager for verification by the Executive Manager Corporate Services. 
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Appendix B: Risk Assessment and Acceptance Criteria 
Shire of Woodanilling Measures of Consequence 

Rating 

(Level) 
Health 

Financial 
Impact 

Service Interruption Compliance Reputational Property Environment 
Project 

TIME 

Project 

COST 

Insignificant 

(1) 

Near miss. 

Minor first 
aid injuries 

 $ <2,000 
No material service 

interruption 

No noticeable 
regulatory or 

statutory impact 

Unsubstantiated, low 
impact, low profile or 

‘no news’ item 

Inconsequential 
damage. 

Contained, 
reversible impact 
managed by on 
site response 

Exceeds 
deadline by 

10% of 
project 
timeline 

Exceeds 
project 
budget 
by 10% 

Minor 

(2) 

Medical 
type 

injuries 

  

≥$2,000 - 
$10,000 

Short term temporary 
interruption – 

backlog cleared < 1 
day 

Some temporary 
non compliances 

Substantiated, low 
impact, low news 

item 

Localised damage 
rectified by routine 
internal procedures 

Contained, 
reversible impact 

managed by 
internal response 

Exceeds 
deadline by 

15% of 
project 
timeline 

Exceeds 
project 
budget 
by 15% 

Moderate 

(3) 

Lost time 
injury 

<30 days 

 

>$10,000 - 
$50,000 

Medium term 
temporary 

interruption – 
backlog cleared by 

additional resources  
< 1 week 

Short term non-
compliance but 
with significant 

regulatory 
requirements 

imposed 

Substantiated, public 
embarrassment, 
moderate impact, 
moderate news 

profile 

Localised damage 
requiring external 

resources to rectify 

Contained, 
reversible impact 

managed by 
external agencies 

Exceeds 
deadline by 

20% of 
project 
timeline 

Exceeds 
project 
budget 
by 20% 

Major 

(4) 

Lost time 
injury 

>30 days 

 

>$50,000 - 
$100,000 

Prolonged 
interruption of 

services – additional 
resources; 

performance affected 
< 1 month 

Non-compliance 
results in 

termination of 
services or 

imposed penalties 

Substantiated, public 
embarrassment, high 

impact, high news 
profile, third party 

actions 

Significant damage 
requiring internal & 
external resources 

to rectify 

Uncontained, 
reversible impact 

managed by a 
coordinated 

response from 
external agencies 

Exceeds 
deadline by 

25% of 
project 
timeline 

Exceeds 
project 
budget 
by 25% 

Catastrophic 

(5) 

Fatality, 
permanent 
disability 

  

>$100,000 

Indeterminate 
prolonged 

interruption of 
services – non-

performance 
> 1 month 

Non-compliance 
results in 

litigation, criminal 
charges or 
significant 

damages or 
penalties 

Substantiated, public 
embarrassment, very 

high multiple 
impacts, high 

widespread multiple 
news profile, third 

party actions 

Extensive damage 
requiring prolonged 
period of restitution 

Complete loss of 
plant, equipment & 

building 

Uncontained, 
irreversible impact 

Exceeds 
deadline by 

30% of 
project 
timeline 

Exceeds 
project 
budget 
by 30% 
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Shire of Woodanilling Measures of Likelihood 

Level Rating Description In the past Control Effectiveness 

1 Rare 
The event may only occur in exceptional 

circumstances (<5% chance) 
Less than once in 

10 years 
Controls are very strong and operating as 

intended. There is no scope for improvement 

2 Unlikely 
The event could occur at some time 

(<10% chance) 
Once in 10 years Controls are strong and operating as intended 

3 Possible 
The event should occur at some time 

(20% chance) 
Once in 3 years 

Controls are operating as intended, but there is 
scope for improvement 

4 Likely 
The event will probably occur in most 

circumstances (>50% chance) 
Once per year 

Controls are operating; however, inadequacies 
exist 

5 
Almost 
Certain 

The event is expected to occur in most 
circumstances (>90% chance) 

More than once 
per year 

Controls are weak, do not exist, or are not being 
complied with 

 

Consequence X Likelihood = Risk Rating 
 

Shire of Woodanilling Risk Rating 

Consequence 

Likelihood 

Insignificant Minor Moderate Major Catastrophic 

1 2 3 4 5 

Rare 1 Low (1) Low (2) Low (3) Low (4) Moderate (5) 

Unlikely 2 Low (2) Low (4) Moderate (6) Moderate (8) High (10) 

Possible 3 Low (3) Moderate (6) Moderate (9) High (12) High (15) 

Likely 4 Low (4) Moderate (8) High (12) High (16) Extreme (20) 

Almost Certain 5 Moderate (5) High (10) High (15) Extreme (20) Extreme (25) 
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Shire of Woodanilling Risk Acceptance Criteria 

Risk Rank Description Criteria Responsibility 

 

Low 
 

Acceptable 
Risk acceptable with adequate controls, managed by routine procedures and 

subject to annual monitoring 
Operational Manager 

 
Moderate 

 
Monitor 

Risk acceptable with adequate controls, managed by specific procedures and 
subject to semi-annual monitoring 

Operational Manager 

 
High 

Urgent Attention 
Required 

Risk acceptable with effective controls, managed by executive management/CEO a      
and subject to monthly monitoring 

Executive Manager/CEO 

 
Extreme 

 

Unacceptable in 
most circumstances 

Risk only acceptable with effective controls and all treatment plans to be explored 
and implemented where possible, managed by highest level of authority and 

subject to continuous documented monitoring 
CEO/Council 

 
 

Shire of Woodanilling Existing Control Ratings 

Rating Foreseeable Description 

Effective 
There is no scope for improvement with all 
available resources. 

Processes (Controls) operating as intended and aligned to Policies/Procedures. 
Subject to ongoing monitoring. 
Reviewed and tested regularly. 

Adequate There is some scope for improvement. 
Processes (Controls) generally operating as intended; however, inadequacies exist.  
Nil or limited monitoring. 
Reviewed and tested, but not regularly. 

Inadequate There is a need for improvement or action. 
Processes (Controls) not operating as intended. 
Processes (Controls) do not exist or are not being complied with.  
Have not been reviewed or tested for some time. 
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Risk Control Risk Control
High Moderate Moderate Adequate

Current Actions Due Date Current Actions Due Date
Long Term Financial Plan May-26 Audit, Risk and Improvement Committee Jun-26

Asset Management Plan/Strategy creation Jun-26 Increase in budgetary funding - staff resources 
(EMCS) Dec-25

Asset Register review Jun-26 TPS review and preparation of land use 
strategies Dec-26

Planning Delegation - review and update Jun-26

Business Continuity Plan Apr-26

Risk Management Policy Apr-26

Strategic Risk Register Apr-26

Risk Control Risk Control
High Moderate High Moderate

Current Actions Due Date Current Actions Due Date
Long Term Financial Plan May-26 ARIC ToR, Appnt of Independent Chair & 

Deputy Chair Jun-26

Risk Management Policy Apr-26 Monthly (or more frequently) budget scrutiny 
(estimate/actual)

Strategic Risk Register Apr-26 Risk Management Policy Apr-26

Business Continuity Plan/review Apr-
2026/Annuall Strategic Risk Register Apr-26

LEMA review Jul-26

Risk Control Risk Control
High Moderate High Moderate

Current Actions Due Date Current Actions Due Date
Disability Access and Inclusion Plan review Jun-26 Recruitment of Executive Manager 

Infrastructure ASAP

Public Health Plan formation Jun-26

Website information updates/currency Ongoing

New Councillor induction and training Sep-26

Risk Control
#REF! #REF!

Current Actions Due Date
#REF! #REF!

#REF! #REF!

#REF! #REF!

#REF! #REF!

CEO/EMCS

CEO/EMI

CEO/EMI

EMCS

EMCS

Shire of Woodanilling
Risk Dashboard Report April 2026

Inadequate Infrastructure 

Responsibility Responsibility

EMCS

Statutory & Regulatory Requirements

CEO 

Business Disruption Emergency Management

Responsibility
CEO

Community Engagement and Expectation

Responsibility

EMCS/CSO

CEO/EMCS

CEO

To add additional Actions cells, insert a new 
line, click in the last of the existing cells above 

and drag down. This will bring the formulas 
into the new cells.

Financial Sustainability/Economic Change Vulnerability

EMCS

EMCS

CEO

CEO

EMCS

Responsibility

CEO/EMCS

Responsibility

EMCS/EA

CEO/EMCS

Workforce

EA

#REF!

#REF!

#REF!

#REF!

Responsibility

EMCS/ARIC EMCS

EMCS

EMCS

To unprotect sheet: Review

Page 1
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Apr-26

Potential Causes Potential Outcomes
Financial incapacity/lack of asset replacement or maintenance 
funding

Undervaluation/insurance deficit
Lack of community support
Increased number & severity of natural disasters such as storm, 
fire, earthquake
Lack of park and recreational structure maintenance 

Conflicting priorities across the organisation

Consequence Likelihood Rating 
Major Possible High

Key Controls Type Date Rating Control Owner

Long Term Financial Plan - creation/regular review Preventative May/Annually Adequate CEO/EMI
Asset Management Plan/Strategy - creation/review Preventative May/Biennially Effective CEO/EMI
Work/advocate with MRWA & Federal Govt for bridge upgrades Preventative Ongoing Adequate CEO/EMI
Asset Register creation/review Preventative Jun/Annually Adequate CEO/EMI

Shire has adequate insurance cover/annual renewal Preventative Mar Effective CEO/EA 

Budget provision adequacy Preventative  May Effective CEO

Adequate

Consequence Likelihood Rating Consequence Likelihood Rating

Moderate Possible Moderate

Accept & Monitor

Inadequate Infrastructure 

 Strategic 
Community Plan

 Pillars

1. Social
4. Economic

CORPORATE BUSINESS PLAN ACTIONS

Pillar 1. Social
Goal 1: A safe and inclusive community for all 
ages (1.1, 1.2, 1.5) 
Goal 3: Active and healthy community (3.1, 3.2, 
3.3, 3.4,3.7)

Pillar 4. Economic
Goal 10: A transport network that responds to 
the accessibility and connectivity needs of 
industry and community (10.1, 10.2, 10.3, 10.4)
Goal 11: Local economic growth is supported by 
essential services and robust infrastructure 
(11.1, 11.2, 11.3, 11.6, 11.7, 11.8)
Goal 12: Grow the visitor and tourism industry 
(12.3)

Comments

Risk Description: 
Failure to provide infrastructure to support the delivery of priority projects within the Strategic Community Plan by failing to meet 
minimum requirements (safety/purpose) for current and future community infrastructure needs including parks and recreational spaces, 
buildings, telecommunications, roads etc.

Potential Impact/Outcomes: 
Physical impact, Loss of Usage/Community Dissatisfaction, Community Safety and Wellbeing, Negative Budgetary Effect 

Consequence Category:
Financial, Service interruption, Reputational, Property

Aging, poorly maintained assets becoming not fit/safe for purpose

Inadequate insurance funding to replace/repair

Inability to undertake scheduled capital works or adhere to 
maintenance schedules

Community dissatisfaction, infrastructure not fit/safe for purpose

Volunteer disengagement
Negative budgetary impact/inability to fund necessary 
repairs/replacement

Inherent Risk 

Asset Register review Jun-26

Actions

Long Term Financial Plan

Asset Management Plan/Strategy creation

Due Date

CEO

CEO/EMI

Responsibility

May-26

CEO/EMI

Jun-26

Risk Evaluation

Has the Risk Rating changed since the last review?  Yes  No

Overall Control Ratings: 

Residual Risk

Page 2
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Apr-26

Potential Causes

Lack of legal expertise

Ineffective policies & processes

Impulsive decision making without due diligence

Ineffective monitoring and response to changes in legislation

High rate of elected member and staff turnover

Lack of training, awareness and knowledge

Insufficient staff to undertake compliance requirements and meet 
deadlines

Consequence Likelihood Rating 
Moderate Possible Moderate

Key Controls Type Date Rating Control Owner

Audit, Risk and Improvement Committee Preventative Jun-26 Effective CEO/EMCS
Councillor induction process Preventative Sep-26 Effective CEO
Annual Delegations Register Review Preventative May-26 Adequate EMCS
Annual Policy Review including compliance with recent 
statutory/regulatory changes Preventative Jun-26 Adequate CEO/EMCS/EMI

Management training by WALGA/others on legislative reform Preventative Ongoing Effective CEO
Adequate budgetary allowance for legal advice & consultancies Preventative Annually Effective CEO
Compliance Audit Return Detective Sep-26 Adequate CEO

Adequate

Consequence Likelihood Rating Consequence Likelihood Rating

Moderate Possible Adequate

Accept & Monitor

Actions Due Date Responsibility

ARIC ToR etc Jun-26 CEO/EMCS

Increase in budgetary funding - staff resources (EMCS) Dec-25 CEO

TPS review and preparation of land use strategies Dec-26 CEO/EMCS

Planning Delegation - review and update Jun-26 EMCS
Business Continuity Plan Apr-26 EMCS

Risk Management Policy Apr-26 EMCS

Comments

Statutory & Regulatory Requirements
Risk Description: 
Inability to meet statutory or regulatory compliance requirements and changes including the Local Government reform process.

Potential Impact: 
Non-compliance, compromised regulatory standards, negative budgetary impact.

Consequence Category:
Financial, Reputational 

 Strategic 
Community Plan 

Pillars

3. Civic Leadership
4. Economic

CORPORATE BUSINESS PLAN ACTIONS

Pillar 3. Civic Leadership 
Goal 7: Deliver a high standard of service for our 
community (7.1, 7.4)
Goal 8: Accountable and compliant governance 
(8.1, 8.2, 8.3, 8.4, 8.5)
Goal 9: Enhance Strong Civic Leadership (9.1, 
9.2, 9.3)

Pillar 4. Economic
Goal 11. Local economic growth is supported by 
essential services and robust infrastructure (11.5)

Legal costs

Budget impact/non-compliance risk/uninformed decisions leading to 
poorer standards

Inherent Risk 

Potential Outcomes

Lack of direction/inconsistency in practices and process

Non-compliance/incurring of penalties/poor audit findings/backlog of 
responsibilities

Ignorance of compliance requirements and deadlines, outdated 
practices undertaken

Loss of knowledge and understanding/increased training costs  

Non-compliance/incurring of fines/poor audit findings/backlog of 
responsibilities/higher staff turnover

Status of Actions

Has the Risk Rating changed since the last review?  Yes  No

Residual Risk

Risk Evaluation

Overall Control Ratings: 

Returning to March annually post 2026

Apr-26 ARIC for receiving - contact details redacted

Feb-26 Briefing Session/Apr-26 ARIC & OCM

Pending

Completed (Organisational Restructure August - 2025-26 Budget)

Pending

Imminent

Page 2

Attachment 9.3.1



Apr-26

Potential Causes

Increased number & severity of natural disasters such as storm,
fire, earthquake

Terrorism/sabotage/criminal behaviour

Pandemic/Epidemic

Loss of key infrastructure and employees able to work

Climate Change

Inadequacies in environmental awareness and monitoring

Outdated LEMA & Recovery Plans/poor LEMA LG partnerships

Insufficient number of volunteers to remain viable

Budgetary constraints (staff training and equipment)

Consequence Likelihood Rating 

Major Possible High

Key Controls Type Date Rating Control Owner

Strategic Risk Register Preventative Apr-26 Adequate EMCS
Business Continuity Plan (inc IT) Preventative Apr-26 Effective EMCS   
Long Term Financial Planning Preventative Apr-26 Adequate CEO
Budget capacity (volunteer & staff 
training/equipment/maintenance/insurance) Preventative May-26 Adequate CEO

Shire has adequate insurance cover 
(volunteers/equipment/plant/property etc.) Preventative Mar-26 Effective CEO/EA

Review of LEMA & LRP 5 yearly/after significant event Detective Jul-05 Effective CEO

Regular LEMC meetings Detective Ongoing Effective CEO

Follow instructions issued by relevant authorities Recovery As required Effective CEO/EMCS/EMI
Adequate

Consequence Likelihood Rating Consequence Likelihood Rating

Moderate Possible Moderate

Accept & Monitor

Actions Due Date Responsibility

Long Term Financial Plan May-26 CEO

Risk Management Policy Apr-26 EMCS

Strategic Risk Register Apr-26 EMCS

Business Continuity Plan/review Apr-2026/Annually EMCS/ARIC

LEMA review Jul-26 EA

Business Disruption/Emergency Management
Risk Description: 
Failure to adequately prepare and respond to emergencies and events creating business disruption that impacts the ability to deliver 
operational and strategic outcomes.

Potential Impact: 
Disruption to the local community and/or normal business activities and services, loss of IT and communication systems, detriment to staff 
and community's health and wellbeing, loss of infrastructure and access to utilities, adverse financial impact.

Consequences:
Health, Financial, Service Interruption, Compliance, Reputational, Environment

 Strategic 
Community Plan 

Pillars

1. Social
2. Environment

3. Civic Leadership
4. Economic

CORPORATE BUSINESS PLAN ACTIONS:

Pillar 1. Social
Goal 4: Mitigate the impact of natural events 
(4.1, 4.2, 4.3, 4.4)

Pillar 2. Environment
Goal 5. Care and protect our natural 
environment (5.1, 5.4, 5.5)
Goal 6. Sustainable and efficient use of natural 
resources (6.3)

Pillar 3. Civic Leadership 
Goal 7: Deliver a high standard of service for our 
community (7.1, 7.2, 7.3, 7.4)
Goal 8: Accountable and compliant governance 
(8.1, 8.2, 8.3, 8.4, 8.5)
Goal 9: Enhance Strong Civic Leadership (9.2)

Pillar 4. Economic
Goal 11. Local economic growth is supported by 
essential services and robust infrastructure 
(11.5)

Unbudgeted expenditure, pressure on emergency service personnel
and volunteers, interruption to services and programmes, land
degradation, utility outages, loss of IT & communications capability

Lessening service provision and standards, staff stress/resignations,
poor performance

Inherent Risk 

Potential Outcomes

Trauma and detrimental effect on health and wellbeing, loss of or 
damage to property, increased recovery expenditure, pressure on 
emergency services personnel and volunteers, loss of IT and 
communications capability

Warming climate, drier and less water, increased bushfire, drought
and heatwave

Land degradation
Delayed actions and impeded recovery

Longer response times to emergencies, sense of community 
insecurity

Comments

 

Detrimental effect on health and wellbeing, lessening of service 
provision capability, compromised access to supplies, increased 
supply costs, negative budget impact
Lifestyle impact, lessening of service provision capability, morale 
decline, negative budget impact, programme interruption

Apr-26 ARIC for receiving - contact details redacted

Current - due for review 2026 - for LEMC/Council/DEMC/SEMC endorsement

In progress - Mar-26 Briefing Session/Apr-26 ARIC & OCM

Status of Actions

Feb-26 Briefing Session/Apr-26 ARIC & OCM

In progress 

Risk Evaluation

Overall Control Ratings: 

Has the Risk Rating changed since the last review?  Yes  No

Residual Risk

Quarterly

Due 2026

Page 2
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Apr-26

Potential Causes

Change of State/Federal government

Change in global circumstances (war/pandemic)
Change in grant funding body priorities

Rating practices

Financial mismanagement - failure to prioritise/estimate/allocate 
correctly

Changing compliance requirements

Significant increase in commodity prices (e.g., fuel)

Consequence Likelihood Rating 

Major Possible High

Key Controls Type Date Rating Control Owner

Audit, Risk and Improvement Committee meetings Preventative Quarterly Effective CEO/EMCS
Statutory Budget - Annual Preventative July/August Effective CEO/ACCNT
Statutory Budget - Half Yearly Review Preventative February Effective CEO/ACCNT
Rating practices Preventative July/August Effective CEO/ACCNT
Maintain zero debt/borrowing level where possible Preventative Ongoing Effective CEO

Delegation Register review Preventative Annually Adequate CEO/EMCS

Policy Manual review - governance/finance policies Preventative Annually Adequate CEO/EMCS

Adequate budgetary allowance for legal advice Preventative May-26 Adequate CEO

Quadrennial legislative review of compliance  (Reg 5 & 17) Detective Mar-29 Adequate CEO/EMCS
Monthly Financial Statements - Estimate vs Actual Detective Monthly Effective CEO/EMI
Compliance Audit Return - annual Detective Sep-26 Adequate CEO

Adequate

Consequence Likelihood Rating Consequence Likelihood Rating

Moderate Possible Moderate

Accept & Monitor

Actions Due Date Responsibility

ARIC ToR, Appnt of Independent Chair & Deputy Chair Jun-26 CEO/EMCS

Status of Actions

Pending

Has the Risk Rating changed since the last review?  Yes  No

Residual Risk

Risk Evaluation

Overall Control Ratings: 

Comments

Returning to March annually post 2026

Financial Sustainability/Economic Change Vulnerability
Risk Description:
Failure to respond to changes to external government funding model/s for Local Government and grant funding body focus areas causing 
reduction in financial capacity.

Potential Impact:
Insufficient finances to meet legislative requirements and provide core and other services, failure to meet community expectations and 
retain employees. 

Consequences:
Financial, Service Interruption, Compliance, Reputational, Property, Environment

 Strategic 
Community Plan 

Pillars

1. Social
2. Environment

3. Civic Leadership
4. Economic

CORPORATE BUSINESS PLAN ACTIONS:

All strategic goals are affected by level of 
financial capacity from undertaking of advocacy 
tasks through to delivery of capital cost projects 
associated with asset management programmes 
(e.g., roadworks, buildings etc.).

Significant change in government funding priorities/amounts

Downturn in economy/recession/reduced access to supplies
Loss of access to funding for specific projects

Inherent Risk 

Insufficient rates revenue 

Negative budgetary impact 

Potential Outcomes

Failure to meet standards/incurring of fines

Overspends/sacrificed projects

Page 2
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Apr-26

Potential Causes
Inadequate distribution of information/failure to monitor social 
media/miscommunication

Lack of understanding of local government role/capability

Leadership inattention to current issues/failure to listen

Inadequate policies

Budget/funding issues

Competing/conflicting expectations

Inadequate advocacy or liaison with government and other service 
providers

Inadequate involvement with, or support of, community groups

Inadequate Regional or District Committee attendance

Short lead times/poor engagement re community concerns

Consequence Likelihood Rating 

Moderate Likely High

Key Controls Type Date Rating Control Owner

Establish process for website review and update Preventative Ongoing Effective CEO/EMCS
Wongi newsletter Preventative Ongoing Effective CEO

Community Engagement Policy Preventative Ongoing Adequate CEO/EMCS

Effective

Consequence Likelihood Rating Consequence Likelihood Rating

Moderate Possible Moderate

Accept & Monitor

Actions Due Date Responsibility

Disability Access and Inclusion Plan review Jun-26 EMCS/EA

Public Health Plan formation Jun-26 EMCS

Community Engagement and Expectation 
Risk Description:
Organisational practices, policies, priorities and outcomes not aligned with achieving the community's strategic goals, inadequate 
advocacy and optimising of partnerships and alliance opportunities, failure to balance compliance requirements while addressing 
community priorities.   

Potential Impact:
Widespread community dissatisfaction, unrealistic expectations.

Consequences:
Reputational

 Strategic 
Community Plan 

Pillars

1. Social
2. Environment

3. Civic Leadership
4. Economic

CORPORATE BUSINESS PLAN ACTIONS:

Pillar 1. Social
Goal 1. A safe and inclusive community for all 
ages (1.1, 1.3, 1.4, 1.5)
Goal 2. Local access to health and education 
services (2.1, 2.2, 2.3)
Goal 3. Active and healthy community (3.1, 3.2, 
3.5, 3.6)
Goal 4. Mitigate the impact of natural events 
(4.1, 4.2)
Pillar 2. Environment
Goal 5. Care and protect our environment (5.3, 
5.4, 5.5)
Goal 6. Sustainable and efficient use of natural 
resources (6.3)

Pillar 3. Civic Leadership
Goal 7. Deliver a high standard of service for our 
community (7.4)
Goal 8. Accountable and compliant governance 
(8.3)
Goal 9. Enhance Strong Civic Leadership (9.1, 
9.3)

Pillar 4. Economic
Goal 10. A transport network that responds to 
the accessibility and connectivity needs of 
industry and community (10.2, 10.3)
Goal 11. Local economic growth is supported by 
essential services and robust infrastructure 
(11.2, 11.6, 11.7)
Goal 12. Grow the visitor and tourism industry 
(12.2)

Potential Outcomes

Misinformed decision making, loss of volunteer base 

Lost opportunities for externally provided services

Less feedback/less informed decision making

Inherent Risk 

Comments

Overall Control Ratings: 

Sections of community misinformed/not informed at all

Misguided outgoing advice & information/misinformed expectations

Discord between Council and Community 

Lost opportunities for collaboration, information and resource 
sharing 

Less than optimal outcomes, inconsistency between LGs leading to 
local discontent

Unable to fulfil strategic goals

Misinformed decision making, loss of volunteer base 

Has the Risk Rating changed since the last review?  Yes  No

Residual Risk

Risk Evaluation

Status of Actions

Review survey undertaken Mar-26

Community consultation undertaken, draft Plan progressing
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Apr-26

Potential Causes

Leadership failures

Single-person dependencies

Lack of focus on staff and volunteer wellbeing

Limited staff availability

Competitive labour market/lack of funds to offer attractive 

remuneration packages

Lack of budgetary capacity for training 

Limited contractor availability

Consequence Likelihood Rating 

Moderate Likely High

Key Controls Type Date Rating Control Owner

Workforce Plan Preventative Aug-26 Effective CEO

Adequate workforce budget/attractive remuneration packages to 

attract and retain 
Preventative As required Adequate CEO

Adequate budgeting for mandatory licencing, tickets, training etc. to 

increase capability and lessen reliance on contractors/consultants
Preventative As required Adequate CEO/EMCS/EMI

Employee Assistance Program Recovery Ongoing Effective CEO

Adequate

Consequence Likelihood Rating Consequence Likelihood Rating

Moderate Possible Moderate

Accept & Monitor

Actions Due Date Responsibility

Recruitment of Executive Manager Infrastructure ASAP CEO

Inherent Risk 

Workforce 

Risk Description:

Failure to attract and retain suitably skilled and qualified staff or volunteers, inability to engage contractors (due to increasing costs and 

reduced availability), ineffective leadership and management. 

Potential Impact:

Increased non-compliance and lack of capacity to deliver services. 

Consequences:

Financial, Service Interruption, Compliance, Reputational

 Strategic 

Community Plan 

Pillars

1. Social

2. Environment

3. Civic Leadership

4. Economic

CORPORATE BUSINESS PLAN ACTIONS:

The achieving of all of the Community's strategic 

goals is dependent on the capability, competency 

and efficiency of Council's workforce in addition 

to sufficient funding and resources to enable all 

aspects of work to be undertaken. All strategic 

goals are, therefore, reliant on mitigating risk to 

Council's workforce.  

Potential Outcomes

Inability to attract and retain staff to deliver strategic goals

Vulnerability in the event of loss of skillset/knowledge

Lack of opportunity for staff development & increased capability

Work health and safety risks, inability to retain staff & volunteers

Inability to achieve workload, increased pressure on remaining staff 

Delays in recruitment (impacting completion of goals), increased 

employment expenses, increased pressure on existing staff

Delays to completion of goals and pressure meeting programme 

timeframes, increased cost of services provided

Comments

Overall Control Ratings: 

Has the Risk Rating changed since the last review?  Yes  No

Residual Risk

Risk Evaluation

Status of Actions

Shortlisting 
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Please read this page first: Important information for 
the user  
This Plan is a series of checklists developed and maintained in readiness for use during and after an incident 
resulting, or anticipated to result in, a disruption to business-as-usual activities.  

The term ‘Incident’ can be used to indicate a ‘Crisis’, ‘Disaster’, ‘Emergency’, ‘Accident’ or any other event 
resulting, or anticipated to result in, a disruption.  

This Plan’s main purpose is to offer guidance in restoring the Shire to an acceptable level of operation by 
focusing on staff welfare, communications, time-critical business activities and those staff who will need to 
be contacted or mobilised due to the circumstances of the incident. 

Every incident is unique. Therefore, the gap between disruption planning and the real disruptive incident 
now being faced, needs to be filled with new information gathered after an assessment of the 
circumstances of the incident, and the Plan and response options updated accordingly. See diagram on 
following page. 

An Organisation’s behaviours during an incident can significantly damage the trust of staff, the 
community and other stakeholders. Therefore, during a disruptive incident, the Shire will seek to: 

1. Before all else, establish the safety and wellbeing of staff, visitors and the community. 

2. Provide regular, concise and meaningful communications internally and externally. 

3. Strategically manage the incident through strong leadership and clear decision-making to return 

operations to normality.   

4. Work together as a team demonstrating the Shire’s principles and values. 

5. Provide the Shire’s community, customers and stakeholders with essential services. 

6. Provide staff with a safe working environment to support service delivery. 

7. Ensure that the recovery efforts have the necessary resources and support.  

8. Plan into the future. Set critical milestones and timeframes for recovery.  

9. Ensure all actions are documented for investigators, debriefs and reviews. 

 

* Team checklists begin after the Table of Contents  

* Pandemic Checklist (Appendix B) 

* Incident Leader Checklist (Appendix C) 
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Appendix B – Pandemic Checklist 

This Guide should be used to help ensure the health and safety of staff by implementing protocols to limit the spread 
of the virus and limit potential exposure for employees while still delivering essential services. State-level disaster plans 
are separate to Business Continuity Plans as their focus is on community response and not for an individual organisation.  

A Pandemic may result in a loss of critical staff and/or an inability to access the workplace safely and/or a supply 
disruption. Impacts include: 

Health Impacts: 

▪ High proportion of population become too unwell to undertake normal activities 

▪ An increased demand on health care facilities and assets 

▪ Re-direction of resources, to assist increasing demands for health care 

▪ Possible ongoing physical and mental health issues 

Community Impacts: 

▪ Threatened supply reduction to critical infrastructure and services 

▪ Burial capacity may not meet expectations 

▪ Closure/restriction of social interaction activities, disrupting community life 

▪ Demand for some pharmaceutical goods outstripping supply 

▪ Diminished community confidence in government and care facilities 

Social Impacts: 

o Isolation may cause social disruption, causing social segregation 

o Increased support needs for vulnerable people (carers may not be available) 

o Volunteer services disrupted 

o Negative impacts from a change in work practices and environments 

o Increased needs for physical and financial support for home quarantine requirements 

o Law and order issues, potential community anxiety 

Economic Impacts: 

▪ Reduction in trade and commerce, to local economy 

▪ Business activities disrupted leading, to possible business failure/s 

▪ Loss of existing employment 

▪ Shift in demand for goods and services 

▪ Reduced cash flow resulting in economic downturn 

▪ Potential rationing of goods and services 

▪ Loss of tourism 

▪ Extensive economic recovery period 

▪ Global impact for widespread pandemics 

Reference: State Hazard Plan – Human Biosecurity (2019) 
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Shire of Woodanilling 
Regulation 5 Report Recommendations (Hammond Woodhouse Advisory: July 2024) 

TABLE OF CONSOLIDATED RECOMMENDATIONS 

REVIEW TOPIC Report 
paragraph 

RECOMMENDATION STATUS/UPDATE – APRIL 2026 

REVIEW OF FINANCIAL 
MANAGEMENT 

N/A 

Collection of moneys • 3.1(5) None. N/A 

Safe custody and 
security of moneys 

• 3.2(5) None. N/A 

Maintenance and 
security of financial 
records 

• 3.3(10) We recommend that a comprehensive scope 
and specification be developed for the delivery 
of ICT services and that an appropriately 
qualified ICT contractor be engaged for a term 
of at least 2 but preferably 3 years. 

To be completed in next 6 months 

Proper accounting of 
funds 

• 3.4(8) We recommend that a comprehensive scope 
and specification be developed for the delivery 
of accounting services and that an 
appropriately qualified contractor be engaged 
for a term of at least 2 but preferably 3 years. 

Completed 30 January 2025 for 24 months plus 1 
year option 
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Proper authorisation of 
liabilities and payments 

• 3.5(11) We recommend that: 
• A control be developed introducing a 

threshold above which authorisation of 
purchases must have clear separation 
between ordering and authorising officers 
notwithstanding that every effort should 
be made to achieve segregation where 
practical; and 

• A control be developed that facilitates 
segregated authorisation of credit card 
statements. 

Completed: All ordering and authorising now 
 

 
 
 
 
 
 
 
Completed: All credit cards authorisations now 

segregated 

Maintenance of payroll, 
stock 
control and costing 
records 

• 3.6(7) None. N/A 

Preparation of budgets, 
budget reviews, 
accounts and 
reports 

• 3.7(9) Refer to recommendations in para 3.3 (10) and 
para 3.4 (8). 

As above 
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Shire of Woodanilling 
Regulation 17 Report Recommendations (Hammond Woodhouse Advisory: July 2024) 
 
 

 

TABLE OF CONSOLIDATED RECOMMENDATIONS 

REVIEW TOPIC Report 
paragraph 

RECOMMENDATION Risk Rating Status/Update 
APRIL 2026 

REVIEW OF 
RISK 
MANAGEMENT 

    

Risk 
Management 

• 3.1(3) • Develop a Risk Management 
Policy which accords with ISO 
31000:2018. 

• Once the Policy is adopted, 
implement risk reporting in 
Council agenda items in 
accordance with the matrix in 
the Risk Management Policy. 

• Develop and maintain a Risk 
Register to address emerging 
operational and strategic risks. 

Medium In progress: For 
consideration at April 2026 
ARIC meeting & Ordinary 
Council Meeting 
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Fraud • 3.2(3) • The CEO should instigate 
measures to implement the 
recommendations of the WA 
Auditor General’s Report. 

Medium Policy to be developed to 
act on suspected fraud or 
corruption 

Tenders • 3.3(3) •  Take steps to put in place 
suitable and proper 
procedures for: 
□ Requiring all documents 

relevant to a tender to be 
filed in a readily accessible 
location within the Shire’s 
record keeping system; 
and 

□ Requiring evaluation panel 
members to complete 
conflict of interest 
declarations; and 

 
Medium 

Updated: System has been 
updated to enable all tender 
documents to be readily 
accessible 
Evaluation panel members 
now complete conflict of 
interest declarations; 
procedure to be developed 
 
Training has been 
undertaken with relevant 
staff to better understand 
the functions 
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  □ Dealing with a conflict if 
one is declared. 

• Review the training needs of 
any employee who is given 
responsibility for the tender 
process or any aspect of it and 
ensure that formalized training 
is undertaken so that the 
relevant employees can 
properly carry out the 
functions involved and 
understand the relevant 
legislation. 

  

Project and 
contract 
management 

• 3.4(3) • Take steps: 

□ to formalize in writing the 
responsibility for the 
management of projects 
and contracts; and 

□ to put in place a procedure 
for project management 
and contract management. 

Medium To be commenced 
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Audit 
committee 

• 3.5(3) • Include a provision for 
reporting and discussion on 
risk management in the 
Council Audit Committee 
agendas; and 

• Commence risk management 

reporting. 

Medium In progress: Risk 
Management policy & 
procedures being 
considered at April 2026 
meeting. 

REVIEW OF 
INTERNAL 
CONTROLS 

    

Procurement • 4.1(3) • Develop a control that requires 
credit card statements to be 
authorized by both cardholder 
and another responsible officer. 

• Develop a control that 
establishes a threshold above 
which ordering and authorizing 
payments must be segregated 

Medium Complete 

ICT • 4.2(3) • Undertake a 
tender/procurement process 
for the provision of external 
ICT services for a term that is 

Medium To be commenced: Long 
term contract procurement 
process to be undertaken 
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  commensurate with the 
importance of the service and 
the levels of investment that 
are required form both parties. 
The specifications should 
clearly set out (amongst other 
things) service levels for data 
storage and retention and the 
provision of external threat 
defence systems 

  

Reconciliation • 4.3(3) • None Low n/a 
REVIEW OF 
LEGISLATIVE 
COMPLIANCE 

    

Annual return • 5.1(3) • None. Low n/a 

Local laws • 5.2(3) • Take steps to address the 
findings above and more 
specifically: 
□ Document a procedure to 

ensure that the local law 
review required by section 
3.16 is undertaken on time; 

□ Consider the publication of 
the local laws on the 
website; and 

□ Review the need to 
commence a review of the 
2008 local law. 

Medium To be commenced: priority 
for next 6 months 
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LPS • 5.3(3) • Undertake the LPS review with 
a view to its completion by the 
end of 2024. 

Medium To be commenced by 
June 2026 

Delegation • 5.4(3) • None. Low  

Records • 5.5(3) • Undertake and complete the 
review of the Record Keeping 
Plan as soon as possible. 

Medium In progress – draft has been 
sent to State Record 
Keeping Office which has 
provided feedback for 
further edits. TBC June 
2026 

Tenders • 5.6(3) • None. Low  
Strategic 
Planning 

• 5.7(3) • Undertake the review with a 
view to its completion by the 
end of 2024. 

Medium Completed Feb 2025 

HRM • 5.8(3) • None. Low  
External audit • 5.9(3) • None. Low  
Audit response • 5.10(3) • None. Low  
Legislative 
change 

• 5.11(3) • None.  
Low 
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